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For VTEX™ – User Guide



Vesta Payment Guarantee for VTEX

Vesta’s VTEX app is a fraud prevention solution for card-not-present transactions that guarantees your revenue against 
losses from fraud, enabling you to accept more orders and reduce operational costs. The solution evaluates each order 
for fraud risk in real-time and notifies you when it is safe to approve. Each safe transaction is backed by a guarantee, so, if 
you later receive a fraud chargeback, Vesta pays you for the cost of the chargeback and associated fees. This guide will 
show you how to onboard and configure Vesta Payment Guarantee for VTEX, allowing you to start approving more orders 
in a matter of minutes. 

Vesta’s VTEX private app (manual) integration is designed to connect a VTEX store to the Vesta Payment Guarantee anti-
fraud app while we await certification from VTEX. This document will explain how to install the app, configure the app 
settings, and onboard to the Vesta Console.

About the App

Pre-Authorization
Vesta Payment Guarantee for VTEX leverages pre-authorization to determine order fraud before 
submitting the transaction to your gateway for approval. Any order that is deemed safe by Vesta will 
be automatically Approved, and any that are considered risky will be automatically cancelled.



Vesta Payment Guarantee for VTEX - Installation
To install and configure Vesta Payment Guarantee for VTEX follow the instructions below. If any issues or errors occur, please contact 

Support@vesta.io. These installation steps are the same regardless of your operating system, the only difference being that you will follow 

the steps via a command line or terminal entries.

Step 1 – Log In
Locate the account where you want to perform the installation. Where it says ‘vestapartnermx’ please enter the 

VTEX store where you would like to install our app.

To verify you are logged in perform the ‘who am I’ command.

mailto:Support@vesta.io


• You must have an active instance of VTEX IO. If you have not installed the VTEX platform, please refer to 
the link below.

• You must be a customer of VTEX. All instructions in this document assume you have a relationship with 
VTEX prior to beginning. An Owner role type is usually used for this type of configuration, if you have a 
custom role, it must have Master access to complete the entries.

• Basic knowledge of the use of the command line entries for your operating system.

Reference:  https://developers.vtex.com/vtex-developer-docs/docs/vtex-io-documentation-vtex-io-cli-
installation-and-command-reference

Prerequisites

Vesta Payment Guarantee for VTEX - Installation

https://developers.vtex.com/vtex-developer-docs/docs/vtex-io-documentation-vtex-io-cli-installation-and-command-reference
https://developers.vtex.com/vtex-developer-docs/docs/vtex-io-documentation-vtex-io-cli-installation-and-command-reference


Vesta Payment Guarantee for VTEX - Installation
To install and configure Vesta Payment Guarantee for VTEX follow the instructions below. If any issues or errors occur, please contact 

Support@vesta.io. These installation steps are the same regardless of your operating system, the only difference being that you will follow 

the steps via a command line or terminal entries.

Step 2 – View a List of Installed Apps
Display a list of your installed VTEX apps and confirm you do not already have the app installed. If vestapartnermx 

appears in your list of apps, please refer to VTEX’s common command guide for uninstalling apps.

mailto:Support@vesta.io
vtex%20uninstall%20%5bAPPNAME%5d%20%5bITHAPPNAME%5d


Vesta Payment Guarantee for VTEX - Installation
To install and configure Vesta Payment Guarantee for VTEX follow the instructions below. If any issues or errors occur, please contact 

Support@vesta.io. These installation steps are the same regardless of your operating system, the only difference being that you will follow 

the steps via a command line or terminal entries.

Step 3 – View a List of Installed Apps
To proceed, an Owner role type is required. If you haven't already logged in to VTEX, you will be prompted to do 

so, and a browser window will open for you to input your login information. 
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Vesta Payment Guarantee for VTEX - Installation
To install and configure Vesta Payment Guarantee for VTEX follow the instructions below. If any issues or errors occur, please contact 

Support@vesta.io. These installation steps are the same regardless of your operating system, the only difference being that you will follow 

the steps via a command line or terminal entries.

Step 4 – View a List of Installed Apps
Once you have switched to a master user you are ready to install the Vesta app and components needed to 

communicate to VTEX properly.

The Pixel app is a VTEX IO app that natively integrates your store with a third-party solution. When installed in 

your VTEX account, the Pixel app adds scripts to your store website pages (and sometimes even some 

JavaScript configuration), so that the app you are integrating can accomplish its objective.
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Vesta Payment Guarantee for VTEX - Installation
To install and configure Vesta Payment Guarantee for VTEX follow the instructions below. If any issues or errors occur, please contact 

Support@vesta.io. These installation steps are the same regardless of your operating system, the only difference being that you will follow 

the steps via a command line or terminal entries.

Step 5 – Verify
Display a list of your installed VTEX apps and confirm you can see the app and components installed. 

You should see the following versions in the list:

vestapartnermx.data-update-service: v1.0.11

vestapartnermx.vesta-components: v1.0.10

Now that you have the Vesta Payment Guarantee app for VTEX and components installed, you will 

configure the Vesta app as an Antifraud provider.
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Vesta Payment Guarantee for VTEX - Configuration
Perform the following steps to set up the Vesta app as an Antifraud provider by setting up application keys, adding Vesta as a Gateway 

Affiliation to use our app as a Payment Condition. 

Create Vesta for Payment Guarantee API Keys
Navigate to Apps > Installed Apps > Application keys to create new API credentials for the Vesta antifraud app.

If you have not already, follow these steps to generate a new key you will use to authenticate the Vesta app.
• Select “Manage My Keys” button and select “Generate New” from the application keys page.
• Add a label that you will recognize as credentials for the Vesta app.
• Choose the role type that has access to this key. If you are not selecting an Owner role type, please see 

the next page for the necessary permissions.
• Save the form and you will be presented with the ‘vestapartnermx’ application key and token.

      IMPORTANT 
The secret token will be displayed one time when setting up the application keys. Save it in a safe place or a 
new key will need to be generated and may affect your implementation.



Vesta Payment Guarantee for VTEX - Configuration
Perform the following steps to set up the Vesta app as an Antifraud provider by setting up application keys, adding Vesta as a Gateway 

Affiliation to use our app as a Payment Condition. 

Create Vesta for Payment Guarantee API Keys
Once you have saved the application keys it will appear in the list of your 3rd Party Keys. If you have not set 
the status of the key to active, please do so now. If you did not need to generate new keys and would like to 
use existing ones, you can add the keys by selecting “Add 3rd Party Keys” and follow the same steps to apply 
the role type and activate the key as previously mentioned.

Use of the Owner role is advised when creating this key. If you would like to apply a custom role, make sure it 
has access to the following APIs:
• Promotions API (coupons, promotions)
• Shipping API
• Transactions API
• Order Form
• Billing API
• Orders API



Vesta Payment Guarantee for VTEX - Configuration
Perform the following steps to set up the Vesta app as an Antifraud provider by setting up application keys, adding Vesta as a Gateway 

Affiliation to use our app as a Payment Condition. 

Configure the Vesta Application and Set Up Vesta Console Access
After you have set up your application keys, navigate to VESTA in the installed apps section of the VTEX 
Admin. 
• You will be asked to fill in contact and store details which will be used to create the Vesta Console 

account.
• If you would like to onboard multiple stores to one Vesta Console account, please use the same email 

address when installing the app on your VTEX store. If you have different email addresses per store you 
will be required to perform onboarding individual Vesta Console Accounts.



Vesta Payment Guarantee for VTEX - Configuration
Perform the following steps to set up the Vesta app as an Antifraud provider by setting up application keys, adding Vesta as a Gateway 

Affiliation to use our app as a Payment Condition. 

Configure the Vesta Application and Set Up Vesta Console Access
Fill out the forms with the required information. These same details will be used to create your Vesta 
Console account, where you will be able to see more information regarding our fraud analysis on the Orders 
page. 



Vesta Payment Guarantee for VTEX - Configuration
Perform the following steps to set up the Vesta app as an Antifraud provider by setting up application keys, adding Vesta as a Gateway 

Affiliation to use our app as a Payment Condition. 

Add the Application Keys
Next you will provide the application key and token you created in the previous steps. Once you select Submit your 
Vesta Console Account will be created and an e-mail with your credentials will be sent to the address given.



Vesta Payment Guarantee for VTEX – Gateway Affiliation 
Perform the following steps to set up the Vesta app as an Antifraud provider by setting up application keys, adding Vesta as a Gateway 

Affiliation to use our app as a Payment Condition. 

Create and Activate a Vesta Gateway Affiliation
Navigate to Settings > Payments > Gateway Affiliations to create new API credentials for the Vesta antifraud app to 
activate and configure the Vesta Payment Guarantee as your antifraud solution.

• From the Gateway Affiliations tab select the “+” sign to add Vesta Payment Guarantee
• Select Vesta Guarantee from the List



Vesta Payment Guarantee for VTEX – Gateway Affiliation 
Perform the following steps to set up the Vesta app as an Antifraud provider by setting up application keys, adding Vesta as a Gateway 

Affiliation to use our app as a Payment Condition. 

Create and Activate a Vesta Gateway Affiliation
In the following section, we will show you how to activate and configure the Vesta Payment 
Guarantee app using the same keys you just created. You must assign a unique name to this new 
affiliation. We suggest keeping it as “VestaGuarantee.” In the Configure data from 
VestaGuarantee by removing “New configuration”. You must enter the information provided on 
the next page. Make sure your toggle is on ‘live/production’ as Vesta does not have a public 
sandbox.



Vesta Payment Guarantee for VTEX – Gateway Affiliation 
Perform the following steps to set up the Vesta app as an Antifraud provider by setting up application keys, adding Vesta as a Gateway 

Affiliation to use our app as a Payment Condition. 

Create and Activate a Vesta Gateway Affiliation

Application Key: set previously 
generated application key
Application Token: set 
previously generated token
Enable Risk Pre-Analysis: Yes, 
for PRE-Authorization mode.  
Please do not select NO for pre-
authorization.
Cardholder document field: 
Display as an Optional Field



Vesta Payment Guarantee for VTEX – Payment Conditions
Perform the following steps to set up the Vesta app as an Antifraud provider by setting up application keys, adding Vesta as a Gateway 

Affiliation to use our app as a Payment Condition. 

Enable Vesta as a Payment Condition
Navigate to Settings > Payments > Payment Conditions to associate our app for all payment methods. You may add a 
new Payment Condition or apply VestaGuarantee to existing Payment Conditions.

• To add a new condition, select the “+” sign 
and select the payment method you would 
like to add.

• Select your payment processor for this 
method and check “Use antifraud solution”. 
Then, select VestaGuarantee from the 
dropdown.

• Be sure to set the status to active.
• You may add special conditions at this time 

and name the entry accordingly.
• If you are modifying and existing method, 

enable the antifraud checkbox and select 
VestaGuarantee.



Vesta Payment Guarantee for VTEX – Installation Complete

You have completed the installation and configuration of the Vesta Payment Guarantee App for VTEX. We 
suggest you complete all the previous steps in order, then you will be able to start sending Vesta your orders 
for fraud analysis. When you have completed Configure the Vesta the Application and Set Up Vesta Console 
Access step you will receive an email from us containing your Vesta Console login credentials. The login and 
password information will be provided, and you will be able to access all the Vesta Console features for 
VTEX. The onboarding process is quick and simple. By following the directions below, you will be able to 
approve more orders in minutes.

Congratulations!



Once Vesta’s app is installed, you will be automatically registered for access to the Vesta Console. You will receive an emai l with your login 
credentials to complete the sign-up process.

Vesta Payment Guarantee for VTEX - Registration and Login

Log In
You will be provided with a temporary password that you can change via the Account 
Management > My Account page in the Vesta Console. The registration email will provide a 
link to log in and accept the Vesta terms when you proceed.

If you are adding an additional store to your existing Vesta account, you will be redirected to 
our portal login rather than the sign-up page. Use your existing Vesta credentials to log in 
and you will be taken to the Vesta Console Dashboard where you will see multiple shops 
associated with a single Vesta account.

If you are having any 
trouble with your 

installation or 
registration, please 
contact support at 

support@vesta.io or call 
1-888-208-6232.



When you have access to the Vesta Console, you will be able to explore the available features. You may start the 30-Day Free Trial 
within minutes after providing some basic details about your VTEX store.

Vesta Payment Guarantee for VTEX - Onboarding

You will notice a persistent onboarding panel  that will 
allow you to onboard easily within a few minutes.   As 
you progress through the steps, the panel will show 
the tasks that you have completed.  Each step must be 
completed before moving on to the next step. Once 
you begin your free trial the panel will not display until 
the end of the 30 days.  

We will ask you for some basic details about your 
company, and once you’ve accepted the pricing and 
billing terms on the final step your account set up is 
complete.

Guided Onboarding



Vesta Payment Guarantee for VTEX – Onboarding
Contact and billing Information, your shop’s verticals, and your payment provider are all that are needed to complete onboard ing.

Once onboarding is complete you will find this information in your Account Management profile. If your VTEX store is 
based in Mexico, we will ask for additional information including your billing address, contact information, and your 
Tax ID (RFC). This allows Vesta to present an invoice that meets Mexico’s e-invoicing standards.

Basic Information



The Vesta Payment Guarantee for VTEX Free Trial is 30 Days. Please take advantage of this opportunity to become more familiar with 
Vesta Payment Guarantee features so you can begin accepting more VTEX orders without having to worry about chargeback liability.

Vesta Payment Guarantee for VTEX – Free Trial

Take a Tour
If at any time you would like to 

tour the Vesta Console features, 
you can view a guide for the page 

you are on by using the icon in 
the upper right of the dashboard 

navigation.

You will get the opportunity to explore Vesta features during the free trial period before paying for our services. This 
phase will allow you to evaluate our billing agreement, which you will agree to in the final step of onboarding. The 
pop-up window will be hidden during your free trial but will reappear after it is over so you may agree to price and 
acknowledge our terms and conditions.

Free Trial



Vesta Payment Guarantee for VTEX – Go Live
The final step in onboarding will show you the benefits, pricing and terms for Payment Guarantee for VTEX. 

Vesta Pricing

Once your free trial is over the onboarding 
panel will appear again with the Go Live step 
highlighted.  

In the upper right corner, you will see the 
pricing details.  Depending on your business, 
this pricing will be per month, per order, or 
both.  Please read the terms and conditions 
of the billing contract for important 
information. You must agree to these terms 
to proceed and if you do not complete 
onboarding your account may be disabled.

Go Live

Based on the type of business you own, or the products you sell, Vesta will determine the best pricing to meet your 
needs.  These contractual specifics, pricing and terms, will be presented during the last stage of the onboarding 
process. Once you have confirmed that the contract terms and pricing are what you anticipated, you may complete 
setting up your account.



Vesta Payment Guarantee for VTEX – Dashboard

You can analyze data for your orders based on 
revenue or count on the Vesta Console dashboard.  
Please bear in mind that if you have just onboarded 
and started placing orders, it may take up to 30 
minutes to view this data on the dashboard.

Dashboard - Reports

The Vesta Console Dashboard provides an overview of your revenue and order performance, as well as important billing reminders.

Important information regarding your Free Trial and 
Invoices will appear on the Dashboard. 

Dashboard - Reminders



Vesta Payment Guarantee for VTEX – Account Management

You may view your basic information, billing options, invoices, and the pricing information you approved during onboarding in the 
account management page. Because only contact information in a profile is not editable, please contact Vesta Support if you need 
to make changes.

To offboard from the Vesta Console, you must contact us. If you do not have your Vesta account disabled, you will continue to be 
invoiced within our finance system. Uninstalling does not end the billing agreement with Vesta. Detailed information for this  
agreement is available in the final onboarding step, and you will be asked to acknowledge that you accept these terms.

Business Profile

The business details entered during the onboarding process are available in the Business Profile under Account Management.  



Vesta Payment Guarantee for VTEX – Account Management

Mexico E-Invoices

Business and finance owners may access and download invoices in the Account Management Billing profile.

If your store is based in Mexico, Vesta will ask you 
for additional information during onboarding 
such as your RFC number and applicable tax 
codes. We will then present a CFDI-formatted 
invoice that will be accepted by the Mexico tax 
authorities. Please keep in mind that Vesta is 
required by law to apply VAT to all invoices for 
customers located in Mexico. 

Invoices
By default, you will see your current and unpaid invoices.  You may search for past invoices by using the calendar picker 
and providing a single date or range to display the invoices meeting those criteria. Invoices will provide the subscription 
amount, any usage charges that may occur, and the total due.
Vesta’s Payment Guarantee for VTEX charges are billed monthly. If you have a subscription rate, you will be billed at the 
beginning of the month. If you have a per order rate you will be billed at the end of the 30-day cycle. In the case of both, 
a subscription fee and per order rate you will be billed at the end of the month. Invoices will be issued monthly and 
require check or wire transfer payments. Payment instructions can be found the invoice.



The Risk Management menu takes you to the Orders page, which shows all recently processed transactions with status and other 
important data.

Vesta Payment Guarantee for VTEX – Risk Management

Vesta Orders
Vesta suggests viewing orders in our console to get the full details of our risk analysis results and key insights. You 
will be given far more information about the order and how we arrived at our decision status than if you viewed the 
same order in VTEX.

Test Orders
To send test orders, you may 

put your VTEX Payments into 
sandbox mode, and we will 

still apply our fraud analysis. 

If Vesta guarantees an order the 
payment will be captured as 
approved. If Vesta does not 
guarantee an order and the 
order will be canceled, and the 
product restocked. We do not 
presently offer manual order 
approval. There is no need to 
refund a risky order, as it will be 
cancelled at the time of 
authorization.



Vesta Payment Guarantee for VTEX – Risk Management
Customization to your safe or risky consumers can be made by adding a Positive or Negative record using a large selection of values.  

Positive/Negative Lists
To further customize your order protection, you 
may create a positive or negative rule that will be 
taken into consideration as part of our fraud 
analysis.

If you have a customer that fails fraud checks on 
a regular basis, but you know they are a 
legitimate customer, you can add their 
information to the positive list. This allows our 
models to consider favorable input when making 
our decision. In addition, if you know of any 
fraudulent customers and would like to add 
them to the negative entry list, Vesta will decline 
the order regardless of fraud check rules that 
apply to that purchaser’s order. If a positive or 
negative entry applies to the order, you will see 
this information in the order summary.



Vesta Payment Guarantee for VTEX

Now that you've finished installing and configuring Vesta Payment Guarantee for VTEX, you can 
start accepting more orders and boosting your revenue. If you require assistance at any time, 
please contact support@vesta.io.

Approve More Orders
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